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Abstract—Autonomous maritime systems depend on electric
propulsion and software that must perform well during long,
safety-critical operations. For such platforms the battery man-
agement system (BMS) does more than just monitor energy; its
predictions influence endurance planning, payload scheduling,
fault response and the decision to return to base. This paper
presents the architecture and prototype of an AI-enabled BMS
for autonomous maritime defense systems, organized around
three integrated layers: 1) a maritime battery system that feeds
voltage, current, and temperature telemetry; 2) an AI-enabled
BMS pipeline covering acquisition, state estimation (SoC, SoH,
SoE, RUL), explainable AI, and core BMS functions; and 3) a
mission decision support layer that surfaces estimates through
an operator dashboard, a data-scientist XAI dashboard, and
energy-risk advisories. The current prototype is simulation-
based, combining a physics-based lithium-ion battery model
with two complementary interfaces: an operator view of battery
state, mission status, and alerts, and a data-scientist view for
analyzing model behavior and understanding the variables that
drive each estimate. The paper defines eight operational require-
ments, presents the three-layer architecture and dual-interface
dashboard prototype, and discusses the design choices, namely
physics-informed constraints, feature attribution, and rule-based
alerts, that make AI estimates auditable within a mission control
loop.

Index Terms—battery management system, mission decision
support, maritime autonomy, explainable AI, digital twin, real-
time monitoring, situational awareness

I. INTRODUCTION

Autonomous maritime systems are moving from controlled
demonstrations towards persistent operations that require ro-
bust sensing, navigation, propulsion, communications, and
payload management. For defense-oriented missions, avail-
ability of energy is a first-order operational constraint that
limits the duration of patrol, loitering time, sensor duty cycle,
communication windows, and the ability to return safely after
a disruption [1]. Such platforms need a Battery Management
System (BMS) that is far more than a simple voltage or current
display. It must diagnose hidden battery states, detect incipient
failures, report energy risk to mission control software and

operators, and facilitate operational decision-making under
uncertainty [2], [3].

Lithium-ion battery packs have been applied to small and
medium unmanned surface vessels due to their high power
density and operational flexibility [4]. But their behavior
depends on loading history, temperature, age, and cell-to-
cell variation. A good BMS should include real-time sensing,
state estimation, protection, fault detection, data logging, and
mission critical decision support. This work estimates and
tracks important variables such as state of charge, health,
energy, remaining useful life, pack and cell voltages, current,
temperature, alert status, mission time, platform position,
movement status, and longer-term energy-risk indicators [2],
[5]. In maritime autonomy, errors in mission planning can
result from bad projections of the battery state, or delayed
alerts of faults: a route may appear to be feasible when it is not,
or an overly conservative decision to return can reduce useful
mission time. Mission planning errors will also be greatly
affected by environmental factors such as weather changes
(wind, wave height and periodicity, temperature variations,
etc.); weather and proper navigation planning in particular are
among the biggest risks to mission success, as errors here
consume the safety margin in power estimation required for
safe return-to-base. Issues of maritime traffic congestion in
harbors and coastal regions that impose additional restrictions
on vehicle maneuverability and mission planning are also im-
portant. Autonomous maritime systems must also abide by the
U.S. Coast Guard Rules of the Road (International Regulations
for Prevention of Collisions at Sea, 1972 (COLREGS) and
U.S. Inland Navigation Rules) [6], which are rules for safe
navigation in shared waterways, creating additional complexity
to the problem of mission planning and energy allocation.

Classical BMS approaches employ similar circuit models,
physics-based models, Kalman filtering, Coulomb counting,
and threshold-based protection [2], [7]. These techniques are
still valuable because they encode known electrical behavior
and are computationally cheap; but, solely model-based so-
lutions are difficult to calibrate across various batteries, sur-
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(a) Hardware Architecture of the Autonomous Surface Vessel. (b) The surface vessel prototype.

Fig. 1. Autonomous surface vessel platform: (a) hardware architecture showing the ground control station and the vessel’s navigation/propulsion and
perception/compute/power domains, including the RC and MAVLink telemetry links, GPS-based positioning, ESC-driven thrusters, onboard compute, and
DC/AC power distribution; (b) physical prototype (HydraCat) used to define the operational context and signal structure for the BMS and digital twin.

roundings, and aging regimes. Modern machine learning (ML)
can learn nonlinear patterns from voltage, current, temperature,
and capacity data [5], [8], [9]. However, black-box forecasts
are challenging to trust in safety-critical installations. This
encourages a hybrid approach: physics-informed AI models
with predictions constrained by battery degradation princi-
ples [3], [10], paired with explainable AI (XAI) interfaces
that make estimates understandable to operators and mission-
control logic [11]–[14].

This paper presents the architecture and prototype of an
AI-enabled BMS for an autonomous maritime digital twin.
Real-world data collection from the surface vessel and ML
model development are ongoing in parallel; this paper docu-
ments the system design and the simulation-based dashboard
prototype that forms the foundation for that work. Recent
battery-management literature emphasizes the need to connect
physical models, measured data, and learning algorithms for
reliable operational decisions [3], and recent work on digital
twins for battery energy storage systems (BESS) highlights
the role of virtual representations in monitoring, prediction,
and decision support [15], [16]. This work makes three con-
tributions. First, a three-layer system architecture is defined,
covering the maritime battery system, the AI-enabled BMS
pipeline, and the mission decision support layer, with explicit
design requirements for real-time awareness, physics com-
pliance, interpretability, deployability, and security. Second,
a simulation-based prototype demonstrates the dual-interface
dashboard (operator view and data-scientist XAI view), vali-
dating the interface design and dataflow before real sensor data
and trained models are available. Third, a staged deployment
roadmap is presented that connects the current prototype to the
ongoing data collection and ML development, and ultimately
to validated AI-driven mission decision support; full model
benchmarking and evaluation results will be reported in the
extended journal paper.

II. SYSTEM REQUIREMENTS FOR MARITIME DEFENSE
BMS

A BMS has to work in the real world, not the laboratory
environment of a controlled test. The defense-oriented au-
tonomous surface vessel will be subject to variable propulsion
loads, saltwater exposure, vibration, intermittent communica-
tions, and mission goals that can change during deployment
[1], [17]. Because energy management is coupled with guid-
ance and payload control, a bad state estimate or missed fault
propagates to mission planning rather than staying isolated in
the BMS [2]. From this context, eight requirements follow.

Real time state awareness: The mission software must
continuously read SoC, SoH, SoE, RUL, pack voltage, current,
temperature, fault indicators, platform position and mission
time with low latency [2], [18]. Berger et al. [18] show update
rates lower than 10 s for high power platforms. However, the
discharge trajectory changes can be faster due to propulsion
and payload decisions.

Predictive ability: The present situation alone cannot do
it. The BMS must predict future energy availability and
degradation risk to support endurance planning, return-to-base
decisions, and payload scheduling [2], [3], [8]. The route
that looks viable in the present SoC may not survive the
thermal load of the last leg. We also want a confidence
bound or prediction interval on each estimate so operators can
tell a good prediction from a degraded or out-of-distribution
prediction [3], [7].

Robustness: the estimation should be valid in the presence
of sensor noise, measurement offsets, cell-to-cell variance,
temperature swings and progressive aging [18]. As noted by
Berger et al., the industry always prefers robustness over
model complexity; a good algorithm that fails in noisy field
conditions is of little operational value. Physics compliance:
estimates should be physically consistent. For a normal aging
capacity, the recovery between cycles should not be observed,
the internal resistance should increase monotonically with
usage, and high temperature should accelerate degradation
[3]. It is hard for operators to detect violations and they can
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Fig. 2. Workflow of the AI-enabled maritime BMS and mission decision support platform.

insidiously corrupt mission planning.
Fault diagnosis and detection: The BMS must be able to de-

tect cell over-voltage, over-current, abnormal temperature rise,
isolation faults, and sensor failure, and differentiate between
a true battery fault and a load transient or sensor artifact [2],
[3]. In the defense context, the cost of a false positive (mission
abort) and a missed fault (loss of propulsion) is high. The
system should fallback to conservative estimations in case of
failures in the BMS pipeline itself instead of stopping, because
silent failure is more dangerous than degraded output [1], [18].

Interpretability: commanders need to know the cause of a
risk flag, not just that a risk flag was raised. A useful ex-
planation points to the dominant driver: temperature increase,
high discharge current, abnormal voltage sag, or accumulated
cycle throughput [11], [13]. Cheung and Ho [19] show that
the quality of explanation directly influences operator trust
calibration in dynamic monitoring tasks. Operators should also
be able to override or reject any AI-generated alerts, with all
decisions logged for post-mission accountability [11], [19].

Deployability: the onboard companion computer constrains
model size, memory, and inference latency [2], [18]. The BMS
must support low-latency streaming inference and remain
updatable without full retraining when new operational data
is collected.

Security and resilience: the RC, telemetry, and mission-
control links shown in Fig. 1(a) are exposed to jamming,
spoofing, and unauthorized access [20]. The BMS must vali-
date incoming sensor data, flag estimates that depend on im-
plausible or tampered readings, enforce role-based dashboard

access, and maintain tamper-evident logs for post-mission
audit.

Reliability and repeatability: the consistency and repeatabil-
ity of system evaluations increase the operator confidence in
the AI-driven estimates and support robust decision-making.
The BMS must deliver reliable, repeatable measurements and
predictions across multiple operational cycles and conditions,
with documented performance metrics that operators can use
to assess the reliability of any given estimate or alert.

These requirements guide the architecture in Section III and
the AI/XAI design choices in Section IV. The prototype is built
with simulated telemetry as a conscious engineering decision,
which enables the testing of the dashboard, pipeline, and alert
logic without depending on sensor availability and hardware
integration.

III. AUTONOMOUS MARITIME DIGITAL TWIN: BMS AND
MISSION DECISION SUPPORT

A. Prototype Architecture

The current BESS prototype is built around the autonomous
surface vessel platform shown in Fig. 1. As illustrated in
Fig. 1(a), the hardware architecture spans three functional
domains. The Ground Control Station consists of an RC trans-
mitter, a GCS laptop running Mission Planner for telemetry
monitoring and mission upload, and a ground-side 915 MHz
MAVLink telemetry radio. The vessel Navigation and Propul-
sion domain integrates a Pixhawk autopilot with an onboard
GPS receiver for position data, an air-side telemetry radio,
an RC receiver, and two ESC-driven thrusters for differential



(a) Operator dashboard: battery health, mission control, boat control, and
V/I/T trends.

(b) Data-scientist dashboard: SHAP importance and SHAP summary for
SoC, SoH, and SoE.

Fig. 3. HydraCat digital-twin dashboards generated from simulated lithium-ion telemetry: (a) operator dashboard combining BMS state (battery health),
mission control (position, mission time, status), boat control, and voltage/current/temperature time histories; (b) data-scientist dashboard showing SHAP
feature-importance rankings and SHAP summary (beeswarm) plots for the SoC, SoH, and SoE estimators across voltage, current, temperature, ambient
temperature, and internal resistance.

(port/starboard) propulsion, each powered through its own
power module by a dedicated LiPo 4S battery pack. The
Perception, Compute, and Power domain includes a USB
camera for onboard vision, an NVIDIA Jetson Nano as the
companion computer for AI inference, a monitoring laptop
for live SSH access, and a 2500 W pure sine-wave inverter
(12 V DC to 120 V AC) supplied by two further LiPo 4S packs.
Communication between domains relies on a 2.4 GHz RC link,
915 MHz MAVLink telemetry, USB/UART/PWM data lines,
and DC/AC power buses. All dashboard data used at this stage
are simulated; the physical platform shown in Fig. 1(b) defines
the operational context and signal structure for the BMS and
digital twin under development.

Fig. 2 traces the full workflow from the battery to mission
decisions.

Maritime Battery System (left panel of Fig. 2) com-
prises the BESS pack and cells, the pack/cell voltage-current-
temperature sensing layer, the BMS/ADC acquisition inter-
face, and the propulsion and mission loads on the autonomous
surface vessel platform; in the current prototype, a physics-
based battery simulator stands in as the source of these voltage,
current, and temperature signals. The system architecture
enables monitoring of both the collective battery parameters
(pack level voltage, current and temperature) and the individ-
ual battery cell level parameters distributed across port and
starboard sides of the platform for high fidelity data collec-
tion and accelerated AI model development. This dual-side
and multi-level monitoring strategy improves the spatial and
temporal resolution of battery system understanding, enabling
the AI models to capture asymmetric loading effects and cell-
to-cell variation that mimic real operational conditions.

AI-enabled BMS (center panel of Fig. 2) receives these
signals at its acquisition and pre-processing stage, where data
validation, feature extraction, and unit/time synchronization
are performed. The streaming and time-series storage stage
currently uses a Flask/SSE live stream and CSV/log files,
with MQTT/Kafka transport and InfluxDB/TimescaleDB stor-
age planned for the real-data deployment. The AI battery-

state estimation stage produces the SoC, SoH, SoE, and
RUL estimates: state-of-the-art models are targeted for this
stage, and a physics-informed architecture is being designed
alongside them; model benchmarking results will be reported
in the extended paper. An explainable-AI stage then turns
these estimates into feature-attribution and rule/threshold ex-
planations, and a core BMS functions stage covers volt-
age/current/temperature monitoring, fault diagnosis, thermal
management, cell balancing, and protection/charge control,
feeding a control loop back to the battery system.

Mission Decision Support (right panel of Fig. 2) connects
the resulting estimates and explanations to four mission-
facing outputs: the operator dashboard (SoC, SoH, SoE, RUL,
mission time, position, and alerts), the data-scientist dashboard
(XAI charts, learning diagnostics, feature influence), alerts and
energy-risk flags paired with XAI rationale, and endurance ad-
visories for return-to-base and payload duty-cycle adaptation,
all under operator oversight and accountability.

Fig. 3 shows the two views of this dashboard, both gener-
ated from simulated telemetry. The operator view, Fig. 3(a),
combines a Battery Health panel (cell battery level, SoC,
SoH, SoE, RUL), a Mission Control panel (latitude, longitude,
mission time, and platform status), a Boat Control panel
(start/stop command and moving/stopped status), and time-
series plots of voltage, current, and temperature, giving mis-
sion operators a single monitoring surface. The data-scientist
view, Fig. 3(b), reports SHAP-based feature attribution [12] for
the SoC, SoH, and SoE estimators: a SHAP Importance panel
ranks voltage, current, temperature, ambient temperature, and
internal resistance by their mean impact on each estimate, and
a SHAP Summary panel shows the corresponding beeswarm
plots, indicating both the magnitude and the direction of each
feature’s effect on the model output.

B. Deployment Roadmap

As a first planned step, the prototype uses simulated teleme-
try. The alert logic, dataflow, and interface design are validated
separately from sensor availability and model readiness, so



that neither the dashboard nor the pipeline need be redesigned
when real hardware is connected. Chart rendering, boundary
behavior, alert triggering, mission-control widgets and live
streaming were exercised under representative conditions using
the simulation backend.

The dashboard has been built so you can swap the telemetry
source without changing the interface. Now data acquisition
from the surface vessel is being performed; the acquired
signals will replace the simulator by connecting a sensor-
acquisition layer to the BMS/ADC interface and checking the
signals’ names, units, sampling frequency and time synchro-
nization. Once the acquisition is stable, the streaming and
storage layers can be upgraded to deployment-grade transports
such as MQTT or Kafka, and time-series databases such as
InfluxDB or TimescaleDB, to support long missions and post-
mission analysis.

IV. AI AND XAI SYSTEM DESIGN

The AI layer aims at SoC, SoH, SoE, RUL, and mission-
level energy-risk estimation from voltage, current, tempera-
ture, accumulated throughput, and recent trend features. In
parallel to data-driven models, a physics-informed architecture
is developed to impose battery-domain constraints by model
structure, loss terms, or post-processing checks [3], [10]. This
is directly motivated by the physics compliance requirement of
Section II: purely data-driven models risk implausible outputs,
e.g., SoH recovery between cycles or temperature insensitive
capacity fade, which would propagate silently into mission de-
cisions. The maritime context imposes additional constraints:
Differential thruster loading leads to highly variable discharge
rates, exposure to outdoor temperatures increases degradation
compared to lab conditions, and the multi-pack architecture
introduces cell-to-cell variability that is not captured by single-
cell models [5], [8]. The extended journal paper will concen-
trate on model selection, benchmarking and evaluation against
these conditions.

The XAI layer builds on the two-dashboard design of Fig. 3
and has two natural forms of output that directly map to the
two user roles. The feature importance bars give the operators
a quick, ranked explanation of what caused an alert (meeting
the interpretability requirement of Section II). The beeswarm
plots give data scientists directional, per-sample attribution
over the entire dataset for model diagnostics [12], [13]. We
keep rule-based alert thresholds and feature attribution to
ensure that safety-critical notifications are transparent and
auditable without relying on post-hoc model explanations [11].
Together, these mechanisms are meant to make AI estimates
usable in the mission control loop, while maintaining a human
accountable for consequential energy decisions.

V. DISCUSSION

The eight requirements of Section II pull in different
directions and the design has to make reasonable compro-
mises. Interpretability favors simpler, more transparent mod-
els; predictive capability favors expressive models; deploy-
ability constrains both by ruling out models too large for

the Jetson Nano. The tie-breaker on this platform is physics
compliance: an estimate that violates known battery behavior
is less trustworthy than one that is slightly less accurate but
respects it. Operators cannot easily see a physically impos-
sible but plausible prediction. Therefore, the design decision
of integrating physics-informed constraints with explanations
based on feature attribution and rule based alerts is not just
an engineering decision but a straightforward reply to the
accountability requirement that safety-critical energy decisions
should be auditable. A black-box range estimate that cannot
distinguish high temperature and sensor drift from real capac-
ity fade provides no basis for operator review and no evidence
trail for post-mission analysis.

The next phases follow the roadmap of Section III-B. Data
collection from the surface vessel and ML model development
are actively ongoing; AI/XAI model evaluation on the col-
lected maritime datasets, validation of the physics-informed
architecture, and operator studies of the XAI explanations
will be reported in the extended journal paper. Security and
resilience hardening of the telemetry and control links [20]
is scoped for the real-sensor integration phase, once the
communication links are physically in place and the attack
surface is fully defined. Confidence bounds and prediction
intervals for AI estimates, graceful-degradation fallback modes
for sensor dropout and inference failures, and operator override
logging with audit trails are likewise deferred to that phase,
where they can be validated under live operational conditions.

VI. CONCLUSION

This paper presented the architecture and prototype of an
AI-enabled BMS and mission decision support system for au-
tonomous maritime defense platforms. The three-layer design,
covering the maritime battery system, the AI-enabled BMS
pipeline, and the mission decision support layer, is grounded
in eight operational requirements and demonstrated through
a dual-interface dashboard prototype that decouples interface
validation from sensor and model availability. The prototype
confirms that the human-machine interface, alert logic, and
dataflow are sound. Future work will focus on integrating the
real sensor data currently being collected from the surface
vessel, training and benchmarking the AI/XAI models on
maritime duty cycles, validating the physics-informed archi-
tecture, conducting operator studies of the XAI explanations,
implementing confidence bounds on AI estimates, validating
graceful-degradation fallback behavior, and deploying operator
override logging. These results will be reported in the extended
journal paper. The long-term goal is a trustworthy BMS that
predicts energy risk, respects battery physics, explains its
estimates, and helps autonomous maritime platforms make
safer, endurance-aware decisions.

ACKNOWLEDGEMENTS

This material is based upon work supported by the U.S. De-
partment of Defense under the Office of Local Defense Com-
munity Cooperation (OLDCC) Award Number MCS2106-23-
01. This work is part of the incubation program efforts to



support business development and local companies. The views
expressed herein do not necessarily represent the views of the
U.S. Department of Defense or the United States Government.

DECLARATIONS

• Competing Interests: The authors declare that they have
no known competing financial interests or personal rela-
tionships that could have appeared to influence the work
reported in this paper.

• Funding information: (OLDCC) Award Number
MCS2106-23-01.

• Data Availability Statements: Data are available upon
request.

• Research Involving Human and/or Animals: Not Appli-
cable.

• Informed Consent: Not Applicable.

REFERENCES

[1] R. Mao, Y. Qian, K. Liu, Y. Li, G. Li, and H. Zhang, “A comprehensive
survey of battery energy in maritime transportation: Trends, challenges,
and future perspectives,” Ocean Engineering, vol. 337, p. 121881, 2025.

[2] M.-F. Ng, J. Zhao, Q. Yan, G. J. Conduit, and Z. W. Seh, “Predicting
the state of charge and health of batteries using data-driven machine
learning,” Nature Machine Intelligence, vol. 2, pp. 161–170, 2020.

[3] M. Borah, Q. Wang, S. Moura, D. U. Sauer, and W. Li, “Synergiz-
ing physics and machine learning for advanced battery management,”
Communications Engineering, vol. 3, p. 134, 2024.

[4] Z. Liu, Y. Zhang, X. Yu, and C. Yuan, “Unmanned surface vehicles: An
overview of developments and challenges,” Annual Reviews in Control,
vol. 41, pp. 71–93, 2016.

[5] H. Zhang, Y. Li, S. Zheng, Z. Lu, X. Gui, W. Xu, and J. Bian, “Battery
lifetime prediction across diverse ageing conditions with inter-cell deep
learning,” Nature Machine Intelligence, vol. 7, pp. 270–277, 2025.

[6] M. R. Benjamin, J. A. Curcio, J. J. Leonard, and P. M. Newman,
“Navigation of unmanned marine vehicles in accordance with the rules
of the road,” in Proceedings of the 2006 IEEE International Conference
on Robotics and Automation (ICRA), 2006, pp. 3585–3590.

[7] G. L. Plett, “Extended Kalman filtering for battery management sys-
tems of LiPB-based HEV battery packs: Part 3. State and parameter
estimation,” Journal of Power Sources, vol. 134, no. 2, pp. 277–292,
2004.

[8] K. A. Severson, P. M. Attia, N. Jin, N. Perkins, B. Jiang, Z. Yang,
M. H. Chen, M. Aykol, P. K. Herring, D. Fraggedakis, M. Z. Bazant,
S. J. Harris, W. C. Chueh, and R. D. Braatz, “Data-driven prediction of
battery cycle life before capacity degradation,” Nature Energy, vol. 4,
pp. 383–391, 2019.

[9] E. Chemali, P. J. Kollmeyer, M. Preindl, R. Ahmed, and A. Emadi,
“Long short-term memory networks for accurate state-of-charge estima-
tion of Li-ion batteries,” IEEE Transactions on Industrial Electronics,
vol. 65, no. 8, pp. 6730–6739, 2018.

[10] M. Raissi, P. Perdikaris, and G. E. Karniadakis, “Physics-informed
neural networks: A deep learning framework for solving forward and
inverse problems involving nonlinear partial differential equations,”
Journal of Computational Physics, vol. 378, pp. 686–707, 2019.

[11] C. Rudin, “Stop explaining black box machine learning models for high
stakes decisions and use interpretable models instead,” Nature Machine
Intelligence, vol. 1, pp. 206–215, 2019.

[12] S. M. Lundberg and S.-I. Lee, “A unified approach to interpreting model
predictions,” in Advances in Neural Information Processing Systems,
vol. 30, 2017.

[13] A. B. Arrieta, N. Dı́az-Rodrı́guez, J. D. Ser, A. Bennetot, S. Tabik,
A. Barbado, S. Garcia, S. Gil-Lopez, D. Molina, R. Benjamins,
R. Chatila, and F. Herrera, “Explainable Artificial Intelligence (XAI):
Concepts, taxonomies, opportunities and challenges toward responsible
AI,” Information Fusion, vol. 58, pp. 82–115, 2020.

[14] M. T. Ribeiro, S. Singh, and C. Guestrin, ““Why should I trust You?”:
Explaining the predictions of any classifier,” in Proceedings of the 22nd
ACM SIGKDD International Conference on Knowledge Discovery and
Data Mining, 2016, pp. 1135–1144.

[15] A. Bendaouia, F. Wang, H. Ouifak, and J. Li, “Digital twin for battery
energy storage systems,” Renewable and Sustainable Energy Reviews,
vol. 226, p. 116347, 2026.

[16] F. Tao, H. Zhang, A. Liu, and A. Y. C. Nee, “Digital twin in industry:
State-of-the-Art,” IEEE Transactions on Industrial Informatics, vol. 15,
no. 4, pp. 2405–2415, 2019.

[17] T. I. Fossen, Handbook of Marine Craft Hydrodynamics and Motion
Control, 2nd ed. Wiley, 2021.

[18] F. Berger, D. Joest, E. Barbers, K. L. Quade, Z. Wu, D. U. Sauer,
and P. Dechent, “Benchmarking battery management system algorithms:
Requirements, scenarios and validation for automotive applications,”
eTransportation, vol. 22, p. 100355, 2024.

[19] J. C. Cheung and S. S. Ho, “The effectiveness of explainable AI on
human factors in trust models,” Scientific Reports, vol. 15, no. 1, p.
23337, 2025.

[20] N. Tabish and T. Chaur-Luh, “Maritime autonomous surface ships:
A review of cybersecurity challenges, countermeasures, and future
perspectives,” IEEE Access, vol. 12, pp. 17 114–17 136, 2024.


